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How to Register for an USDA eAuthentication Account for the ePACA Portal

New and current PACA license holders must have an USDA eAuthentication (eAuth) account to

login in to the ePACA Portal.

Register for an eAuth account by going to the eAuth registration page at:
https://identitymanager.eems.usda.gov/registration/selfRegistrationForm.aspx?level=1

Step 1: Complete the Level 1 registration form
with:

e First Name
e [Last Name

e Email (use the email address associated
with your PACA business entity)

Create a username and password, and answer
security questions. This is the account
information that you will use to login to the
ePACA Portal.

e Passwords must have a minimum of 12
and maximum of 24 characters.
e Passwords must include at least one each
of the following:
e Uppercase letter
e Lowercase letter
e Number
e Special characters:
'#8%=+:;,2~%-
e Passwords are not allowed to contain
spaces or dictionary words.

Step 2:

On the next screen, confirm the information that
you entered. If you made a mistake, click on the
“Edit” button at the bottom of the screen. If
everything looks OK, click on the “Submit”
button.

Hint: Remember your security questions and
answers — this is required if you forget your
password!
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Quick Links

» What is an account?
» Greate an account

+ Update your account
Administrator Links

+ Local Registration
Authority Login

About eAuthentication : Help | ConiaciUs : Find an LRA
You are here: eAuthentication > Account Creation > Ac t Request Form

Register for Your Account - Level 1

Form Approvad OME No. 0503-0014

Step 1 of 4 - Level 1 Access Account Registration
USDA customers should complete the information below to create a USDA
eAuthentication account. Please read the eAuthentication Privacy Act
Statement and Public Burden Statement for more information on how your
personal information will be protected.

All required fields are red and marked by an asterisk (ie. *). Enter your first
and last name exactly as it appears on your Government issued phote ID
(2.g. state driver's license).

Note: The characters < > » ;| are not allowed on this form (the character - is
allowed for passward only).

User Information

Required Field”
First Name*

Middle Initial

Last Name"

Suffix
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Quick Links

+ What is an account?
+ Greate an account

¥ Update your account

Administrator Links

+ Local Registration
Authority Login

You are here: eAuthentication > Account Creation > Account Request Confirmation

Create an eAuthentication Account

Step 2 of 4 - Level 1 Access Account Verification

About eAuthentication | Help Contact Us Find an LRA

If this information is incorrect, please click the gdif If the information is
comect, please continue by clicking the submit button.

Verify User Information
User ID: epacatest2018
Name: Test Account

Email: epacatest2018@gmail.com

Verify Security Questions & Answers

Q: Where were you New Year's 2000 (use specific location, not semething like Home)
Ab XK

Q: In what citv/town did your mother and father meet
Al XXX

Q: What was the name of your first stuffed animal/doll/action figure
A XXX

Q: What is the last name of your best friend from childhood
AL o0
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Step 3:

This screen tells you that your account has been
created, and to look for an email that is sent to the
email address that you entered on the registration
form.

Your account will not work until you activate your
account, by clicking on the “ACTIVATE MY
ACCOUNT” link.

Step 4:

When you click on “ACTIVATE MY ACCOUNT”
link, you will be redirected to the USDA
eAuthentication website to confirm that your
account has been activated.

You’re done! You can now go to the ePACA Portal
page at:

https://usdaams.service-now.com/epaca

and login with your User ID and password.

Home  AbouteAuthentication : Help | ContactUs : Findan LRA

You are here: eAuthentication Home > eAuthentication L

eAuthentication Login

LincPass (PIV) User ID & Password

lOGIN &

User ID:
Password:

T OFQB! my User 1D [ Password

Change my Password

WITH YOUR

LincPass (PIV)
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» Creato an account
+ Update your account
Administrator Links

Step 3 of 4 - Print ion email

» Looal Fegistation Account Created:
(gD Your account has been created but you have one more step required to
complete your registrationt

Your confirmation email with the subject line, “eAuthentieation - FYI -
Instructions to Activate Your USDA Account With Level 1 Access”,
should arrive within 1 hour. Please follow the instructions in the email to
complete step 4 of your registration,

eAuthentication Account Information:
UserID: epacatest2018
Email: epacatest2018@gmail.com

If after 24 hours you do not receive the confirmation email:

Check the email “junk” folder, as some email applications may place
this email there.

Search for the following subject line in your email application
"eAuthentication - FYI - Instructions to Activate Your USDA Account
With Level 1 Access”

b

Once you have located the confirmation email:

1. Follow the instructions in the email to complete step 4 of your
registration

For additional information click here to review our Frequently Asked
Questions,

Please print this page for future reference.
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+ What is an acoount?
+ Create an account
+ Update your account
Administrator Links

¥ Local Registration
Authorlty Login

Step 4 of 4 - Account Activated

Your account has been activated with Level 1 Acccess. Please wait 20 minutes
from the time of activation before using the account.

eAuthentication Account Information:
User ID: epacatest2018
Email: epacatest2018@amail.com

Additienal Information

For additional information regarding your eAuthentication account, plesse
review our Frequently Asked Questions.

= Click here to review our Frequently Asked Questions.

! i | Privacy policy

- J

SAuthantization Hame | USDA.gev | Sits Map
Statement | USA.gov

ePACA Portal is managed by the USDA \
eAuthentication team. For issues with logging in, you
need to contact the eAuthentication Help desk:

Phone: 1-800-457-3642 (Option 1, then
press 4 to reach a live person)
Email: eAuthHelpDesk@ftc.usda.gov

The toll-free number works only for users based in
the U.S. If you are international, you must send an
email.
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